Module 4: Spotting Suspicious
Emails

Let’s practice together. Use the SORRY Method below to decide if this email is
safe or a scam. Is this email safe or a scam? o Safe o Scam

Narrative: You receive this email saying your personal information may have been
involved in a data breach. You don’t remember having an account with this company,
but the message looks detailed and serious.

Is this a
SURPRISE tO you, Important Notice Regarding Your Personal Information
Ingram Micro Ingrammicro@noticemail.csid.com
10|
Does the request reply-ta NoReply <reply-fec@15767260067f-1365_HTML-180733744-546012671-8001@noticemail.csid.com>
seem OKAY?
Are they trying
to RUSH you; Diear EMILY FOUCAULT:
W are writing te sotily you of an issue that affected certain of your personal information. On July 3, 2025, we
D : detected a eybersecurity incident involving some of our internal sysiems. We quickly launched an investigation into
oes thfs the issue with the assistance of leading cybersecurity expents and notified law enforcement. We also took steps to
seem REAL? contain and remediate the unauthomzed activity, including proactively taking cerlain systems offline and implementing
other mitigation measures,
Does this feel Based on our investigation, we determined that an unauthonized third party teck cerlain files from some of our internal
r,'ght to YOU? file repositories between July 2 and 3, 2025, We worked diligently 1o review the affected files 1o understand their

comtents, Through this review, we recently leamed that some of the affected files inclede personal information about
you. The affecied files include employment and job applicant records that contain personal information such as name,
comact information, date of binh, demographic information (for example, nationality, ethnicity and religion),

= employment-related information (for example, compensation and waork-related evalustions), and job application
Use SORRY to guide R e i R et F i s e

mformation (for example, resume and cover letter), The types of affected personal mformation vaned by impacted
you I th i n ki ng individual,
L]

We are informing you about this issue so you can take steps to help protect your information from identity theft and

other polential misuse. As a precaution, it is always a good praciice to monitor your accounts for suspicious activilies

[ ] . N . . e
Wh at Sta n d SO Ut to and remain alert for any unusual or unexpected request regarding your personal mformation or accoums. In sddition,
yo u ? we have arranged 1o offer complimentary identity protection services 1o affected individuals for two years, Below iz

information on how 1o register for these services.

e Does anything feel

Wi regret any inconvenience this issue may cause. [f you have any questions about this issue, please call 1-214-393-

u rg e nt or 2519, Monday through Friday from 3 AM 10 8 PM CST (excluding major U5, holidays). If you would like to receive
2 a copy of this leter i your local language. please comact the mumber above, Please reference the engagenient number
u neXpeCted ) . I v ln calling.
 Would you click on
. . . Sincerely,
any links in this
ema | I ’) Ingram Micro Ing.

Identity Protection Enrvollment Instructions
W hy d Id yo uc h oose To help protect your identity, we are offering complimentary aceess o Experian Identity Works™ for 24 months, The
yo u r a n Swe r? product includes the following features:

* Internet Surveillance: Technology searches the web, chat rooms and bulletin boards 24/7 1o identify trading
or selling of your personal information on the Dark Web.
* Fraud Remediation Tips: Sell-help tips are avalable on your member center,

To stant monitoring your personal information, please follow the steps below:
* Engure that you enroll by Apral 30, 2026 by 11:39 PM UTC (Your code will not work afier this date.)

* Visit the Experian Identity Works website to enroll: s olobalidwoiba g lisball

* Provide your activation cod.: I

A eredit eard is not required for enrollment in Experian IdentityWorks.
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Emails

Module 4: Spotting Suspicious

Let’s practice together. Use the SORRY Method below to decide if this email is
safe or a scam. Is this email safe or a scam? o Safe o Scam

Narrative: You receive an email saying you've won a $750 Amazon gift card. You
haven't entered any contests recently, but the email looks exciting and official.

Is this a
SURPRISE to you?

Does the request
seem OKAY?

Are they trying
to RUSH you?

Does this
seem REAL?

Does this feel
right to YOU?

<Jx|xlofjn

Use SORRY to guide
your thinking:

 What stands out to
you?

e Does anything feel
urgent or
unexpected?

e Would you click on
any links in this
email?

Why did you choose
your answer?
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dCongratulations! You have been selected to get an exclusive reward!

Amazon_Gift_Card mygzblewgwf@2vuhtsstdja.infopgri.eu.org
to me@aol.com
reply-to Amazon_Gift_Card <myqzblewgwf@2vuhtsstdja.infopgri.eu.org>

amazon

Your Amazon $750 Gift Card
Awaits!

Important information about your Amazon $750 Gift Card on
order

Dear Amazon customer,

We are delighted to inform you that you have
been selected as one of our valued winners! As a
gesture of our appreciation, we are pleased to
award you a Amazon $750 Gift Card. Thank you
for your continued trust and engagement.

This special gift is from Amazon. Hurry up! Your Reward is
Ready

ID-Winner:

#4864370221

Confirm Now

Si vous souhaitez annuler votre abannement, cliquez ici : ici
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Module 4: Spotting Suspicious
Emails

Let’s practice together. Use the SORRY Method below to decide if this email is
safe or a scam. Is this email safe or a scam? o Safe o Scam

Narrative: You get this email offering a free pair of slippers. You may have browsed
similar products online before, but you don’t remember signing up for anything like this.

Is this a ) . .
SURPRISE to you? Unclaimed Package - Escalation Notice
Benefits Processing Center Ixigtzu@omodemvr.spectalion.commercecreativelab.biz
t to me@aol.com
m Do::etmheo’:z;’gs reply-to Benefits Processing Center <Ixigtzu@omodemvr.spectalion.commercecreativelab.biz>
Are they trying
m to RUSH you? UGG
Does his Step Into Comfort.
seem REAL?
The iconic slip-on that travels indoors and out. You have been selected
to receive a complimentary pair.
Does this feel
right to YOU? .
UGG Tasman Slipper
Tasman II Slipper
U se SO _RRY to g u Id e Sheepskin Lining: Ultira-soft natural wool.
yo ur th in kl ng . Tasman Braid: |conic embroidered collar.

Price: $146.60 FREE
¢ What stands out to

you?
urgent or
unexpected?
 Would you click on e e i
any links in this
email?

This is a promotional email. UGG® is a registered trademark of Deckers Brands.

n fil

Why did you choose
your answer?
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Module 4: Spotting Suspicious
Emails

Let’s practice together. Use the SORRY Method below to decide if this email is
safe or a scam. Is this email safe or a scam? o Safe o Scam

Narrative: You receive this message about a security update for your bank account.
You do have a TD account, but you weren’t expecting any alerts today.

o TD-Services service@westanoncre.firebaseapp.com
o I

reply-to TD=Services <service@westanoncre.firebaseapp.com=
Security Notification

We're contacting you regarding an important security update for your TD Canada Trust account.

Action Required: Please verify your account security settings to ensure continued protection of your financial information,

To maintain the highest level of security for your accounts and personal information, we require you to review and confirm your security settings.
Please take a moment to complete this important security update:

Review Security Settings Now
Important: This update helps us protect your accounts from unauthorized access and ensures your banking experience remains secure,

If you have any questions or concerns, please contact our Security Support team immediately at 1-866-222-3456.
Thank you for banking with TD Canada Trust.

Sincerely,
TD Canada Trust Security Team

Please do not reply to this email. This mailbox is not menitored and you will not receive a response.

© 2028 TD Canada Trust. All Rights Reserved.

Is this a Use SORRY to guide Why did you choose

Does this feel
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B SURPRISE to you? your thinking: your answer?
m Dofesetmheoﬁ#;ﬂ e What stands out to
you?
m Are theyampne e Does anything feel
to RUSH you? urgent or
unexpected?
m Does this * Would you click on
seem REAL? any links in this
email?
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